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Abstract: The increasing complexity of networks and computing platforms jointly with the
unbounded growth of data volumes lead to an attack surface difficult to control. A recent
offensive trend takes advantage of covert channels, i.e., abusive communication paths
hidden within legitimate network traffic and data. Covert channels demonstrated their
effectiveness to exfiltrate sensitive information, avoid detection, retrieve malicious payloads,
or bypass execution enclaves. Unfortunately, their mitigation is difficult and poorly
generalizable since it strictly depends on the used hiding mechanism or the targeted digital
object. Being able to model the behavior of network traffic, workload or software
components is then a mandatory step, especially to reveal the presence of hidden
communications. This talk presents the main attack scenarios, functional ambiguities and
imperfect isolation features exploited by malware to create covert communication
mechanisms. Then, it discusses some countermeasures and the main research challenges to
be faced for mitigating and detecting modern advanced threats.
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