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Abstract: Software bugs have been a security concern for a long time. In fact, threat actors can use them
to subvert the expected flow of execution, resulting in economic, reputational, and social damages.
Effective testing techniques have been developed to counter the emergence of bugs by enabling
developers to promptly identify and resolve them. Static Application Security Testing (SAST) and fuzz
testing have proven to be two of the most effective ways to discover weaknesses in software and potential
vulnerabilities. The first makes use of well-established program analysis methodologies, such as taint
analysis, while the second exploits the generation of inputs to trigger bugs at runtime in the program
control flow. Nowadays, most of the vulnerabilities in software are found through grey-box fuzz testing,
making this specific type of testing one of the "hot topics” in information security research.

This talk introduces SAST and fuzz testing approaches to discover security bugs or weaknesses. Emphasis
will be placed on fuzz testing, its operation, and its applications. The talk also provides a real example of
how to discover a bug in a real application via the AFL++ fuzzer.
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