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Abstract: The increasing complexity of networks and computing platforms magnifies opportunities for concealing 

arbitrary data. An established offensive trend takes advantage of information hiding techniques, which aims at 

making the detection of attacks harder. Among the various mechanisms, two major offensive paradigms are 

becoming popular. The first takes advantage of covert channels, i.e., abusive communication paths hidden within 

legitimate network traffic or software components. Covert channels demonstrated their effectiveness to exfiltrate 

sensitive information, avoid detection, retrieve malicious payloads, or bypass execution enclaves. The second 

exploits steganography for cloaking a payload within a digital object, primarily a multimedia artifact. Alas, 

mitigation of malware endowed with information hiding capabilities is a poorly generalizable process since it 

strictly depends on the deployed cloaking technique. Moreover, even a successful eradication of the malicious 

content may lead to additional pitfalls, which require to partially rethink countermeasures.  

This talk presents the main attack scenarios and countermeasures characterizing the most recent examples of 

steganographic malware.  
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